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Transmission Control Protocol (TCP) 

How TCP operates 

TCP delivers streams of bytes between applications in a reliable manner, error checking the data 

before delivery. Emails, remote administration and file transfer depend on TCP. A connection should 

be established between the client and the server before data is sent, the server should then be open 

for connection requests. TCP breaks large data packets into smaller bits, ensuring its integrity 

remains throughout the transfer process. There are four layers to TCP: datalink, internet, transport 

and application [1]. 

1. The datalink layer administrates the act of sending and receiving data, responsible for 

transmission between applications and devices on a network [1]. 

2. The internet layer handles the sending of packets from a network, and its movement across 

a network, to guarantee it reaches its intended destination [1]. 

3. The transport layer provides a data connection between the sender and the receiver. This 

layer is where data is divided into packets and put into a sequence [1]. 

4. Application layer refers to applications that require TCP to allow for communication 

between them – programs here include email and messaging platforms [1]. 

Delivery of data 

TCP uses three schemes to deliver data between two different internet hosts: addressing, routing 

and multiplexing. [2] [1] 

1. Addressing entails IP addresses being used to identify hosts on a network, to make sure data 

is sent to the right host. [2] [1] 

2. Routing uses gateways to send data to the correct network [2]. A route defines the segments 

of a path in which packets are sent through. Gateways operate on the network interface, 

receiving IP datagrams from other hosts and routing them from one IP to another [3] [4]. 

3. Multiplexing is the process in which multiple processes needing to send and receive 

datagrams are handled on the same IP, essentially the information is “funnelled down” to 

the transport layer, before being sent to their different intended destinations [5] [6] [7] [8]. 

Port and protocol numbers send information to the correct module within the host [2] [1]. 

Three-way handshake 

The three-way handshake in the context of TCP is a ‘handshake’ between the client and the server 

when beginning or concluding a TCP connection [9]. The three-way handshake assists in initiating, 

negotiating and separating TCP socket connections simultaneously, allowing for multiple socket 

connections to be transferred in both directions simultaneously. there are three steps requiring the 

client and server to synchronize and acknowledge packets before the process of data 

communication can begin [10].  

1. Connection with server is established. Segment is sent with SYN; server is informed of client 

and communication begins [10]. 

2. The server responds to the client request with a SYN-ACK signal set, ACK signifies the 

received segment’s response, SYN represents the sequence numbers that should be used to 

start with the segments [10]. 
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3. Client acknowledges server’s response; a stable connection is created, and the data transfer 

process starts [10]. 

Message Type Meaning 

SYN Establish connections and synchronize 
sequence numbers between different 
devices. 

ACK Confirms that SYN has been received. 

SYN-ACK Server received SYN from client (ACK is then 
sent back to server). 

FIN Ends connection 

[10] 

“Two Generals’ Problem” 

The “Two Generals’ Problem” claims there is no way of knowing if the second party has received the 

first party’s messages, if they are communicating over an unreliable network that is [12]. The 

endpoint in a TCP connection makes assumptions regarding the other party without directly knowing 

the state of said party, an assumption is always initially made that the connection will work, but the 

opinion will then change after (for example) a timeout – TCP cannot guarantee state consistency 

between endpoints [11]. 

Relevance to programmers 

Knowing TCP is relevant to programmers developing networked applications as it defines the 

relationship between client and server. Knowing the three schemes utilised in the delivery of data 

can help programmers troubleshoot connection issues and find out what is causing data to not be 

delivered correctly, if at all. The three-way handshake is relevant for similar reasons, displaying how 

connections are established and how TCP connections are negotiated, having a more enriched 

understanding can make the development of programs which communicate between a client and 

server more effective in producing more functional programs. Acknowledgement of the ‘Two 

Generals’ Problem’ is important to understanding possible communication consistency issues such 

as timing out, which are common; TCP cannot guarantee consistency between two different 

endpoints, which is often assumed to be the case with most systems of communication on a surface 

level [12], so knowing that this issue exists can alleviate frustration and help understand what an 

issue with consistency may be. 

Impact of Maximum Transmission Unit size (MTU) 

The MTU is the largest Protocol Data Unit (PDU) in a sole network layer interaction. Larger MTU sizes 

allows less packets equating to a larger size to reach the same network throughput – larger packets 

reduce the processing power needed by the OS to allow data to be sent, a larger MTU allows higher 

efficiency as each network packet can carry more data as protocol overheads will stay fixed. Smaller 

MTU values however can reduce delays in the network, this is because large packets “occupy a small 

link” for longer, increasing delay variation [13]. Large packets can cause issues when communication 

errors are present, as corruption of a “single bit” in a packet will need the whole packet to be 

transmitted from scratch, which can take a while, larger packets have a higher chance of becoming 

corrupted [14]. Despite higher chances of corruption, larger packets are said to have a positive effect 

on “end-to-end TCP performance”[15]. 
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Position in OSI model 

The transport layer is responsible for data transmission using transmission protocols, data being 

broken into segments before transmission occurs here, flow control is handled in the transport layer 

also [16]. The functions which are affected by MTU take such as transmission speed, retransmissions 

and packet segmentation occur in the transport layer [13] [16]. Its position in the OSI model is 

important to consider when it comes to assessing the impact of the MTU because it details which 

features in the OSI model are unaffected by it – those being the functions which occur in lower levels 

than wherever MTU’s impact comes into consideration, in this case MTU is in the transport layer – 

thus MTU has little to no impact on the network, data link or physical layer; the layer immediately 

after transport is session, which is responsible for opening sessions between devices, a session 

between devices is pointless to create if the data being segmented is for example in some way 

corrupted [17]. 

IP Fragmentation 

IP fragmentation is the breaking down of packets into smaller bits called ‘fragments’, this is done so 

these packets can pass through a link with a smaller MTU than the original packet size. The 

fragments are made whole again by the host who receives the data on the other end [18]. IP 

fragmentation allows higher layer protocols and Ips to function throughout a diverse set of network 

paths without a path discovery protocol being in place – IP fragmentation also allows for transport 

layer protocols to “downsize overheads” and ignore network architecture [27]. 

The architecture and mechanism in which fragmentation occurs is done differently on IPv4 and IPv6 

addresses [22] [20] [21] – in IPv4 hosts try to reassemble IP packets with a reassembled size of up to 

576 bytes, while in IPv6 this size is 1500 – attempts to reassemble larger sizes in IPv4 are attempted, 

but they are permitted to “discard” larger packets, applications are advised to avoid sending packets 

larger than 576 unless the remote host is capable of reassembly, and this fact is known. Applications 

which use IPv6 to fragment to overcome MTU limits will fragment the packet “at the point of origin”. 

Packets with a “reassembled size larger than 1500” are discarded [19].  

IP fragmentation is considered “fragile” and undesirable due to its impact on security [23]. 

Fragmentation can lead to excessive retransmissions as fragments see packet loss and protocols like 

TCP will need to transmit every fragment in an attempt to recover the loss of even a single fragment 

[24]. To avoid fragmentation the Path MTU Discovery algorithm is run to find the path MTU between 

two hosts [25]. Another way IP fragmentation is avoided is for the host sending the packet to send 

an IP Packet which is the same size as the MTU of source-destination pair’s first hop [26]. 

Relevance to programmers 

Understanding the impact of MTU sizes is important as previously stated there are issues which can 

be caused regarding the size of packets, particularly large packets, although there are benefits which 

do come alongside such as reducing processing power. IP Fragmentation by extension is important 

as if the programmer wants to avoid larger packets then it is a useful method to breakdown packets 

into fragments – this may be desired in case the MTU is smaller than the packet, or if increased 

chances of packet corruption want to be avoided – although there are security issues with IP 

fragmentation too, which should be taken into consideration before deciding if IP fragmentation 

should be done. 

Synchronicity and Asynchronicity 
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Synchronicity 

Synchronous web services distribute an instant response to queries.  Clients wait until the server 

sends the response message back in the situation of a synchronous web service. An advantage of 

using a synchronous web service is that the status of the web service can be made known to the 

client application within a brief amount of time [46] [47] [48]. 

 
When a web service client sends a synchronous SOAP request to a service, the SOAP response will 

then be delivered back to the client when the process sees completion [49]. 

Asynchronicity 

Asynchronous services need a noticeably higher amount of time compared to synchronous services 

to process requests made. Asynchronous services are advantageous in situations where the 

environment in use is being used for a service which may take a while to process single client 

requests, an example of this may be a loan processing service. The client who may invoke an 

asynchronous process can proceed with other items which need processing while waiting for a 

response [50] [51] [52]. 

A call-back pattern is a communication method used in asynchronous services. A response is sent to 

the requester when ready after said request is created to the service provider [53]. When a call-back 

is done without an acknowledgement pattern, a SOAP call-back header is needed if the contact 

information of the client isn’t known at the time of deployment, and if the web service is 

asynchronous. Call-back headers allow clients to specify how to make contact during the time of a 

request for service – the client thus should provide a receive service or listener [49] [50] [53]. 

 
Upon completion of an asynchronous web server’s request being delivered to a service the SOAP 

service is sent to the address of the client. This pattern does not need acknowledgement from the 

client, this is because it is a “fire-and-forget” pattern of message exchange for call-back [53] [54]. 

Applications for synchronicity 

The request/reply message system used by PeopleSoft uses synchronous services, certain bits of 

code execute on the providing server while the client awaits a response. The client will send 

requests until a reply is received, this works differently to an asynchronous system such as an email 
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conversation where both parties need to reply back and forth in order for a conversation to take 

place [55]. 

API protocols such as REST are synchronous, as they handle requests synchronously and users are 

required to wait for a response from the API before they may carry on with using the application. 

More than one request cannot be processed at the same time, as requests taking a long time to be 

processed can severely bottleneck performance [56]. 

Applications for asynchronicity 

Oracle’s service delivery operation systems are asynchronous, examples of these include: 

USER_PROFILE, PERSON_BASIC_SYNC, DEPT_SYNC and DEPT_FULLSYNC (the sync means 

synchronize). These services are used to “push events” from one system to another, the contents of 

individual messages are not relevant and are often chosen to be ignored, the events in question are 

updates in components and batch processes [57] [58] [59]. 

MindMeister uses asynchronous services to share the visualisations of users to other users through 

the cloud in real time, allowing for collaborative work and coordinated task management. 

MindMeister delivers the mind maps created by users in an asynchronous manner [60]. 

Normal request processing for servlets need a single thread per request – thread exhaustion is 

common as threads may need to be blocked indefinitely and each one will need a request per client. 

Java EE uses asynchronous request processing to handle this issue as it is well-equipped to take care 

of long polling mechanisms [61] – examples of asynchronous request processing solutions include: 

Tomcat 6 Comet Processor [62], Jetty Continuations [63] and Glassfish Grizzly Connector [62]. 

Relevance to programmers 

Choosing between synchronicity and asynchronicity for the type of response time is relevant to 

programmers as they both find different uses per what the programmer intends on creating. 

Synchronous services may be more desired if the end product is conversational, such as that of a 

chatroom, while asynchronous may be desired for more actively changing, collaborative works 

where items need to persistently be shared and receive frequent changes by multiple parties. 

Interoperability 

Interoperability is the ability of cooperation between different systems, components or products 

despite differences in execution, language or interface [28].  

Syntactic interoperability refers to where two systems can communicate, while cross-domain 

interoperability refers to multiple parties working alongside each other, trading information. If 

multiple systems utilise the same data formats and communication protocols and communicate they 

are displaying syntactic interoperability, XML and SQL are examples of “common data formats and 

protocols”, lower-level data forms provide for syntactic interoperability by guaranteeing that 

characters are kept in the same ASCII or Unicode format through every system which is 

communicating [29].   

Semantic interoperability when systems trade data with a shared meaning, this is required when 

enabling a machine to compute logic as well as the ability to discover knowledge and inferencing. 

Semantic interoperability is concerned with syntax and the transmission of data with meaning – this 

is done through adding metadata which links data elements to a shared language. Syntactic 

interoperability acts as a prelude to semantic interoperability, finding syntactic errors, which allows 
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for receiving systems to request messages be re-sent if they are considered incomplete or 

uninterpretable – semantic interoperability is not possible if the syntax cannot represent the data 

trying to be sent [30] [31]. 

Interoperability in the context of software is used to elaborate on the abilities of different programs 

in exchanging data through common sets of exchange formats, and to interpret and write on the 

exact same file formats [32]. ISO/IEC-2382-01 [33] defines interoperability as “The capability to 

communicate, execute programs, or transfer data among various functional units in a manner that 

requires the user to have little or no knowledge of the unique characteristics of those units.” [34].  

Java is an interoperable programming language, allowing programs to be written and then run with a 

Java Virtual Machine anywhere [35]. Programs written in Java have interoperability with all 

machines which can run a Java Virtual Machine of any implementation, whether it be Oracle, 

Android or IBM [36] - .NET languages and Common Language Runtime are interoperable in this 

manner also, using shared hosting virtual machines. HTML, CSS and JavaScript are interoperable as 

they work together in the functionality of webpages. 

Methods for implementation of interoperability.  

• Virtual machines are a “specialised intermediate language” which several different 

languages can be compiled to work within, this means languages using the same virtual 

machine can interoperate, this is because they will share a compiler and memory model, 

which in turn means a sole language can be used multiple times for others using the same 

virtual machine [35] [36] [37] [38]. Virtual machines can use type systems to guarantee 

accuracy of the languages which it can interpret [37]. 

• Foreign function interfaces allow programs written in a specific language to execute 

functions written in a different language. Most programming languages today have foreign 

function interfaces to the ‘C’ programming language [39], foreign function interfaces allow 

for wrapper libraries to be constructed, providing functionality from the library of a language 

in the host’s language [40] [41] [42]. 

• Object models are models which follow rules of standardisation, the use of object models is 

to allow for objects to have language-agnostic representation. Allowing objects to be used 

on several different programs and languages [44]. A challenge which exists with using object 

models however is differences between models, object orientated languages will try to pair 

data with code, but different every language will have its own method to pairing which will 

vary [45]. Design choices will not always map to different languages very well, classes which 

use a language that does not allow multiple inheritance will not translate well to a different 

language which does allow for multiple inheritance – defining a subset of a language which is 

compatible with the features of another language is a prominently utilised solution to this 

problem [43]. Examples of object models include ‘Common Object Request Broker 

Architecture’ (CORBA) and Component Object Model (COM).  
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